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Assurance Case Example
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Confidence

* Need to have confidence in the claims made
in the assurance case

— Does not matter what approach to the case we
take

» Approving a system is always a judgement
call

» Can model it qualitatively or quantitatively
— Qualitatively:

» Separate confidence case, acceptance criteria, ...

— Quantitatively: -l S

* Use a single number, a range, or a distribution
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Previous Work: Bayesian Networks

 Evidence nodes (quantitative information)
« Links (qualitative information)

Claim Accepted

Testing done correctly All hazards identified

Formal verification done | | Fault tree analysis done
correctly correctly

UNIVERSITY OF MINNESOTA

7/18/2015 Verisure'15 —
Software Engineering Center

7/18/2015



VeriSure'l5

Dr. Mats Heimdahl

Previous work:

Dempster-Shafer Theory

« Separate out uncertainty
 Belief, Disbelief, Uncertainty

Description  Notes  Change history  Links to node | Trust evaluation

Bebof: Confidence level:
Disbelief with very high confidence
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Jagsang’s Opinion Triangle

« Standard logic: bottom part (disbelief to belief)

of triangle

An opinion is

(prior belief)
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Top vertex: uncertainty

{belief, disbelief, uncertainty} /-
Base rate: fourth variable

Uncer‘tiiimy
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Our Proposal

 Use the beta distribution to represent confidence
« Mapping to Jesang’s opinion triangle
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Beta Distribution

» Continuous version of 1
binomial distribution sf

* Finite range
» \ersatile

« 2" order distribution:
probability of
probabilities
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Uncertainty vs. Split Opinion

« {0.0, 0.0, 1.0} — Full uncertainty
« {0.5, 0.5, 0.0} — Split opinion
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More Beta/Opinion Triangle:

Unccniximy
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More Beta/Opinion Triangle:

Unccn:ilinty
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More Beta/Opinion Triangle:
* Visualize as spikes at specific belief values
Unccnzl;imy
Disbclicf]
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More Beta/Opinion Triangle:
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Logical Argument Example

No Overradiation

( A
No software No timer interlock
failure failure

Ev4

Evl Ev2 Ev3
Formal

verification Testing
results results Analysis

Testing
results

Fault Tree
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« Consensus operator:
.
a=8.b=2 Uncertainty
35 =267, b=167 1
—&—a=975 b=375
Disb«:licfl Belief
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Hardware Node: Ev3 ® Ev4

« Consensus operator

-
a=25b=35
Fa a=19,h=2 Uncertainty
—&—a=2125 h=475 1

Disbelief {
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No Over-Radiation

* Logical OR

a=975,b=375
#=2125b=475
—& —a=40282 bh=2375
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Work in Progress

» Propose the use of the Beta distribution,
and its duality with the opinion
triangle/subjective logic, to represent
confidence in assurance cases

* Work in progress
— Combination of distributions in an

assurance case J—
— Weighing evidence

— Elicitation of confidence estimates
— Sensitivity analysis
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Previous work:
Assurance Case Example Dempster-Shafer Theoty

oy [ oY

Software Node: Evl ® Ev2

+ Consensus operator:
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Summary

Assurance Case Example S':r‘rllig:tse:g:;feﬁ
< : - Separate_out uncertainty i;i :
Vs
O Questions:
» Should we quantify confidence/trust?

Can we elicit belief in any reliable manner?

Is Beta the answer? l——l :

Can we have “belief templates™ for various types
of evidence?
Will this ever be better than educated guesses?
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* Work in progress
— Combination of distributions in an
assurance case

- Elicitation of confidence estimates

- Sensitivity analysis

||
VeriSure'15

Software Engineering Center

21

7/18/2015

11



